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ABSTRACT: 

Nowadays, electronic health records are an important system in cloud computing technology. Different 

types of algorithms are fostered various components by means of image based encryption for medical care 

applications. Although more security protocols werecreated among them without a doubt, not many procedures 

were proficient and hearty for the speedy recovery of reports from the cloud yet numerous conventions endure by 

reason of less security, privacy, and respectability. Existing techniques depended on encrypting the record in view 

of the key generation centre. To overcome the security issues a novel optimized Whale based Cryptographic 

Blockchain (WBCB) technique is proposed. Moreover, public cloud system is utilized to develop the technique 

efficiently. Here, the MATLAB platform is used for the implementation process. Furthermore, the developed 

technique is compared with conventional techniques such as encryption time, decryption time, etc. 
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1. INTRODUCTION 

Data in healthcare domain is highly sensitive in 

nature. Besides, there is need for maintaining integrity 

of such data. Blockchain technology has emerged to 

solve the problemof data integrity and non-repudiation 

with immutable storage in distributed repository. Thus 

secure data storage and retrieval in cloud environments 

is made possible using blockchain implementation. 

There are many existing healthcare systems with 

blockchain integration found in the literature. 

Blockchain technology is based on distributed network 

and it can be linked to cloud and distributed systems. 

Ngabo et al. [3] investigated on the possible integration 

of technologies such as IoT, fog computing and 

blockchain for seamless secure data storage of 

healthcare data in cloud. Blockchain can also be used in 

Mobile Cloud Computing (MCC) environments. 

Hguyen et al. [4] studied the possibilities of MCC 

linked to healthcare for integration with blockchain 

technology towards secure healthcare data sharing. 

There are many scenarios in which blockchain is 

integrated with healthcare applications for privacy and 

security of data besides efficient data sharing as 

discussed in [9] and [10]. From the literature, it is 

observed that there are many contributions in 

healthcare-blockchain integration. However, most of 

the works are conceptual and theoretical in nature. In 

this paper, we followed an empirical approach with 

healthcare application and smart contracts for secure 

storage and retrieval of electronic health records. Our 

contributions in this paper are as follows. 
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1.We proposed a Blockchain based secure 

healthcare data storage and retrieval system 

known as HealthBlock for cloud computing 

environments.  

2.We defined smart contract with underlying 

structures and functions using Solidity 

language for Ethereum blockchain platform.  

3.We also proposed and implemented an 

algorithm known as Healthcare Transactions 

over Blockchain (HToB).  

4.We developed an application to realize 

HealthBlock framework and the underlying 

algorithm besides evaluating the system. 

2. LITERATURE SURVEY 

 Current related works based on 

securityand privacy of blockchain with cloud 

computing for medical data is 

summarizedbelow,Nowadays, wireless 

mobile technology, telemedicine systems, 

wearable technologies are rapidly turned up in 

the modern medicine world. Here, 

telemedicine information systems (TMIS) are 

very proficient healthcare management 

systems. Therefore, Salman shamshadet 

al.[21] has proposed a blockchain-based new 

e-health information sharing and storing 

system. This technology is only applicable to 

the telemedicine environment. Moreover, 

anonymity and security are controlled by 

safety desires.Nagasubramanianet al.[22] has 

introduced a keyless signature infrastructure-

based blockchain technology. Here, the 

healthcare information is termed as resource 

standards of the interoperability system. 

Moreover, all type of healthcare information 

is managed by the seven international 

Medicare organization standards. This 

proposed technology is ensuring confirmation 

as well as offers more integrity to health 

information. Consequently, the validation of 

the proposed techniques is compared with 

traditional techniques.In modern years, cloud 

computing-based electronic healthcare record 

sharing strategies are having several 

conveniences. Nonetheless, centralization 

techniques are exposed to data privacy and 

security preservation. Thus Yonget al.[23] has 

proposed a blockchain-based security 

preserving protocol to secure electronic 

medical information from third parties. Here, 

data providers and data owners are the main 

contributors to the entire system's 

performance. Any one of the contributors can 

destroy the system the whole system is 

collapsed.Lately, cloud storage administration 

has generally drawn in the medical care 

industry and hospitalization. Moreover, health 

care managements are step by step rethinking 

the enormous scope of electronic medical care 

records on the cloud computing system. These 

specific cloud computing-based electronic 

medical care records are design works with 

high versatility, adaptability, minimal 

expense tasks, and accessibility to rethink the 

electronic medical care records. 

EXISTING SYSTEM: 
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Data in healthcare domain is highly 

sensitive in nature. Besides, there is need for 

maintaining integrity of such data. Blockchain 

technology has emerged to solve the problem 

of data integrity and non-repudiation with 

immutable storage in distributed repository. 

Thus secure data storage and retrieval in cloud 

environments is made possible using 

blockchain implementation. There are many 

existing healthcare systems with blockchain 

integration found in the literature. However, 

there is need for a system that supports 

complete set of operations that are governed 

by smart contracts. Another important 

consideration is that end users should be able 

to operate healthcare system without the need 

for knowledge of blockchain technology. 

Towards this end, in this paper, we proposed 

a Blockchain based secure healthcare data 

storage and retrieval system known as 

HealthBlock for cloud computing 

environments. We defined smart contract with 

underlying structures and functions using 

Solidity language for Ethereum blockchain 

platform. We also proposed and implemented 

an algorithm known as Healthcare 

Transactions over Blockchain (HToB). This 

algorithm supports secure blockchain based 

data storage and retrieval governed by smart 

contracts. Our system is evaluated using user-

friendly web based client application. The 

experimental results showed that our system 

is able to ensure data integrity and non-

repudiation besides reaping all benefits of 

blockchain technology. 

3. AN OVERVIEW OF PROPOSED 

SYSTEM 

Nowadays, the digital performance of cloud 

computing-based blockchain technologies is 

the most important examination to enhance 

the security system during the data 

transmission periods.In the past lot of 

blockchain technologies are developed to 

achieve higher security. However, so many 

security issues are still now found in their 

cloud computing technology. To overcome 

such issues a novel whale-based 

Cryptographic Blockchain (WbCB) algorithm 

is developed to protect the cloud-based 

healthcare information during the data. 

transmission periods. Here, data owners of the 

cloud computing servers are only assessable 

for their cloud storage information. In 

addition, the proposed WbCB scheme was 

designed in the public cloud system. The 

proposed architecture is detailed in 

fig.3.Moreover, the proposed framework 

should guarantee the privacy and security of 

patient healthcare records. As a result, the 

framework needs to spread over the severe 

principles to ensure the healthcare information 

is honest and confidential also, the developed 

WbCB framework wants to predict the 

admittance of the healthcare records by any 

unapproved elements. Consequently, the 

framework has a higher ability to search the 
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files or patients despite the encryption process. 

However, the developed technique should 

offer the efficient capacity to confirm the 

records by any external related or third party 

substance. Here, the proposed strategy should 

accomplish elite execution and low expenses 

concerning price, storage, and latency to be 

appropriate reception in the clinical area. 

 

 

4. CONCLUSION 

The use of blockchain in healthcare systems 

plays a critical role in present health care 

industry, according to the study and the way 

the blockchain is embraced by different 

sectors. This may contribute to automated 

processes for data collection and reviewing, 

correcting and aggregating data from multiple 

sources that are permanent, tamper-resistant 

and provide safe data that have a lower risk of 

cybercrime. It supports distributed data with 

redundancy and device fault tolerance. In this 

research, the healthcare industry is addressing 

current issues. In order to achieve privacy and 

protection for patient information within the 

EHR program, we suggest a system 

architecture and access control policy 

algorithm based on blockchain based 

cryptographic method for participants & 

accessing the data securely. Implementation 

of a blockchain network-based EHR sharing 

framework. The research suggested removes 

the central authority and the system’s inherent 

failure. System protection is accomplished by 

secure technology, as the ledger cannot be 

changed by any person as proposed system 

uses the keys for sharing and accessing the 

data. The caliper performance evaluations of 

the proposed system are completed with the 

configuration of block size, block build time, 

endorsement policies, and the proposed 

optimization of 
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