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ABSTRACT

The Internet of Things (loT) is a group of
millions of devices having sensors and
actuators linked over wired or wireless
channel for data transmission. 10T has
grown rapidly over the past decade with
more than 25 billion devices are expected to
be connected by 2020. The volume of data
released from these devices will increase
many-fold in the years to come. In addition
to an increased volume, the loT devices
produces a large amount of data with a
number of different modalities having
varying data quality defined by its speed in
terms of time and position dependency. In
such an environment, machine learning
algorithms can play an important role in
ensuring security and authorization based on
detection

biotechnology, anomalous

toimprove the usability and security of 10T

systems. On the other hand, attackers often
view learning algorithms to exploit the
vulnerabilities in smart loT-based systems.
Motivated from these, in this paper, we
propose the security of the 10T devices by
detecting spam using machine learning. To
achieve this objective, Spam Detection in
IoT using Machine Learning framework is
proposed. In this framework, five machine
learning models are evaluated using various
metrics with a large collection of inputs
features sets. Each model computes a spam
score by considering the refined input
features.  This  score  depicts the
trustworthiness of 10T device under various
parameters. REFIT Smart Home dataset is
used for the validation of proposed
technique. The results obtained proves the
effectiveness of the proposed scheme in

comparison to the other existing schemes.
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1.INTRODUCTION

Internet  of  Things (IoT) enables
convergence and implementations between
the real-world objects irrespective of their
geographical locations. Implementation of
such network management and control make
privacy and protection strategies utmost
important and challenging in such an
environment. loT applications need to
protect data privacy to fix security issues
such as intrusions, spoofing attacks, DoS
attacks, DoS attacks, jamming,
eavesdropping, spam, and malware. The
safety measures of loT devices depends
upon the size and type of organization in

which it is imposed.

The behavior of users forces the security
gateways to cooperate. In other words, we
can say that the location, nature, application
of 10T devices decides the security measures
[1]. For instance, the smart loT security
cameras in the smart organization can
capture the different parameters for analysis
and intelligent decision making [2]. The
maximum care to be taken is with web based
devices as maximum number of 10T devices
are web dependent. It is common at the
workplace that the 10T devices installed in
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an organization can be used to implement

security and privacy features efficiently.

For example, wearable devices
collect and send user’s health data to a
connected smartphone should prevent
leakage of information to ensure privacy. It
has been found in the market that 25-30% of
working employees connect theirpersonal
I0T devices with the organizational network.
The expanding nature of loT attracts both
the audience, i.e., the users and the attackers.
However, with the emergence of ML in
various attacks scenarios, 10T devices
choose a defensive strategy and decide the
key parameters in the security protocols for
trade-off between security, privacy and
computation. This job is challenging as it is
usually difficult for an loT system with
limited resources toestimate the current

network and timely attack status.

Contributions Based wupon the above
discussions, following contributions are
presented in this paper. 1) The proposed
scheme of spam detection is validated using
five different machine learning models. 2)
An algorithm is proposed to compute the
spam city score of each model which is then
used for detection and intelligent decision

making. 3) Based upon the spam city score
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computed in previous step, the reliability of
loT devices is analyzed using different
evaluation metrics.B. Organization Rest of
the paper is structured as follows. Section Il
discussed the related work. Section |IlI
illustrated the proposed scheme. Results are
discussed and analyzed in Section V.

Finally, the paper is concluded in Section V.

2. EXISTING SYSTEM

Denial of service (DDoS) attacks: The
attackers can flood the target database with
unwanted requests to stop IoT devices from
having access to various services. These
malicious requests produced by a network of
loT devices are commonly known as bots
[3]. DDoS can exhaust all the resources
provided by the service provider. It can
block authentic users and can make the

network resource unavailable.

RFID attacks: These are the attacks
imposed at the physical layer of IoT device.
This attack leads to lose the integrity of the
device. Attackers attempt to modify the data
either at the node storage or while it is in the
transmission within network. The common
attacks possible at the sensor node are
attacks on availability, attacks on
authenticity, attacks on confidentiality,

Cryptography keys brute-forcing [4]. The
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countermeasures to ensure prevention of
such attacks includes password protection,

data encryption and restricted access control.

Internet attacks: The 10T device can
stay connected with Internet to access
various resources. The spammers who want
to steal other systems information or want
their target website to be visited
continuously, use spamming techniques [5].
The common technique used for the same is
Ad fraud. It generates the artificial clicks at
a targeted website for monetary profit. Such

practicing team is known as cyber criminals.

NFC attacks: These attacks are
mainly concerned with electronic payment
frauds. The possible attacks are unencrypted
traffic, Eavesdropping, and Tag
modification. The solution for this problem
is the conditional privacy protection. So, the
attacker fails to create the same profile with
the help of user’s public key [6]. This model
is based on random public keys by trusted

service manager.
Disadvantages

e In the existing work, the system is
less effective due to lack of Spam
Detection in 10T using Machine

Learning framework.

55


http://www.ijasem.org/

ISSN2454-9940

(;“ .,) : INTERNATIONAL JOURNAL OF APPLIED iiasemor

CIENCE ENGINEERING AND MANAGEMENT
Vol 18, Issue 3, 2024

e This system is less performance in 4. OUTPUTSCREENS
which it is clear that

Supervisedmachine learning

techniques is absence.
3. PROPOSED SYSTEM

The digital world is completely dependent
upon the smart devices. The information
retrieved from these devices should be spam
free. The information retrieval from various
loT devices is a big challenge because it is
collected from various domains. As there are
multiple devices involved in 10T, so a large
volume of data is generated having
heterogeneity and variety. We can call this
data as loT data. loT data has various sp‘.’,;’;”w
features such as real-time, multi-source, rich
and sparse.
Advantages
e The proposed scheme of spam
detection is validated using five

different machine learning models.

e An algorithm is proposed to compute
the spam city score of each model e

which is then used for detection and
intelligent decision making.

e Based upon the spam city score
computed in previous step, the
reliability of 10T devices is analyzed

using different evaluation metrics.
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5.CONCLUSION

The proposed framework, detects the spam
parameters of loT devices using machine
learning models. The loT dataset used for
experiments, is preprocessed by using
feature  engineering  procedure. By
experimenting the framework with machine
learning models, each 1oT appliance is
awarded with a spam score. This refines the
conditions to be taken for successful
working of 10T devices in a smart home. In
future, we are planning to consider the
climatic and surrounding features of loT
device to make them more secure and

trustworthy.
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