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ABSTRACT— With millions of users, Twitter is one of the most widely used microblogging social media sites.
Because of its popularity, Twitter has been the subject of various attacks, including spyware, phishing links, and
the dissemination of falsehoods. Because they can initiate extensive attacks and manipulation efforts, tweet-based
botnets pose a significant risk to users. Big data analytics approaches, including shallow and deep learning
techniques, have been used to address these risks by accurately differentiating between tweet-based bot accounts
and human accounts. In this research, we present a taxonomy that categorizes the state-of-the-art in tweet-based
bot identification methods and explore current approaches. Along with their performance outcomes, we also
outline the shallow and deep learning methods for tweet-based bot detection. The dynamic nature of bot activity
on Twitter must be addressed in addition to the several detection methods. It gets harder to tell bots apart from
real people as they get more complex since they can imitate human behavior more accurately. To improve
detection accuracy, researchers are investigating the application of cutting-edge techniques like ensemble learning,
natural language processing (NLP), and graph-based algorithms. Furthermore, the sustainability of existing bot
detection techniques is seriously threatened by the ongoing evolution of adversarial tactics meant to evade
detection systems. Future research will probably concentrate on developing more flexible systems that can react

in real time to novel forms of bot behavior and learn from new patterns.

Index Terms— Social media, Twitter, big data analytics, shallow learning, deep learning, tweet-based bot

detection.
I. INTRODUCTION

Nowadays, social media is one of the most popular tools used by people to communicate with one another. It is
also largely used by organizations to reach out to customers. In [1], it has been reported that there are 3.5 billion
active social media users globally. Facebook, Twitter, LinkedIn, and other social media networks are used by
organizations to improve brand visibility and boost their sales. Twitter is one of the most popular social media
platforms. It has 340 million active users who are allowed to communicate at a large scale and share their opinions
about different topics. Twitter could be targeted by various kinds of attacks. For example, a spear phishing attack
in July 2020 led to the hijack of high-profile Twitter accounts [2]. Also, fraudulent accounts could be created to
impersonate legitimate users and organizations. Twitter can also be exploited by botnet, which is a set of malicious
accounts that operate under a botmaster, and are controlled by software programs rather than human users. The
tweet-based social media bots pose serious security risks to Twitter users. These bots are used to spread fake
contents, phishing links, and spams. Although they are not used as bots to launch DDoS attacks, they could be
utilized as Command and Control (C&C) infrastructure to coordinate DDoS attacks [3], [4]. They are capable of
interacting with human accounts to deceive the users and hijack their accounts. These bots are also used as tools

to launch large-scale manipulation campaigns to influence public opinions. According to a study [5], 52% of
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online traffic is generated by botnets, and the rest is produced by actual users. It is also worthy to note that some
bots are found with over 350,000 fake followers. To deal with the above issues, there is a need to develop detection
systems that can accurately distinguish between Twitter bot accounts and human accounts. Twitter data represent
one of the examples of big data as around 500 million tweets are generated every day, i.e., 6,000 tweets every
second [6]. Big data analytics has been widely used in different fields [7]-[11] to process large amount of data,
discover hidden patterns, and find correlations among data points. Artificial intelligence techniques are
increasingly leveraged by big data analysis. In particular, shallow (conventional) and deep learning techniques
have received considerable attention from the academia and industry due to their success in dealing with
heterogeneous and complex data, automatic learning of models, revealing unseen patterns, identifying
dependencies, and getting insights from analyzing data. Artificial intelligence has been extensively used by Twitter
to determine tweet recommendations for users. In fact, deep neural networks are applied on Twitter data to
determine the relevant content for users, and hence improve their experience on the platform [12]. Artificial
intelligence has played an important role in fighting inappropriate content. In 2017, about 300,000 accounts were
suspended and identified with the help of artificial intelligence tools rather than humans. This review aims at
providing an overview of different tweet-based bot detection methods that use shallow and deep learning

techniques to distinguish between human accounts and bot accounts.
II. LITERATURE SURVEY

A) Social media bot detection with deep learning methods: a systematic review by Kadhim Hayawi, Susmita Saha,
M. Masud, S. Mathew, M. Kaosar, Published in Neural computing & applications (6 March 2023)- Social bots are
automated social media accounts governed by software and controlled by humans at the backend. Some bots have
good purposes, such as automatically posting information about news and even to provide help during
emergencies. Nevertheless, bots have also been used for malicious purposes, such as for posting fake news or
rumour spreading or manipulating political campaigns. There are existing mechanisms that allow for detection
and removal of malicious bots automatically. However, the bot landscape changes as the bot creators use more
sophisticated methods to avoid being detected. Therefore, new mechanisms for discerning between legitimate and
bot accounts are much needed. Over the past few years, a few review studies contributed to the social media bot
detection research by presenting a comprehensive survey on various detection methods including cutting-edge
solutions like machine learning (ML)/deep learning (DL) techniques. This paper, to the best of our knowledge, is
the first one to only highlight the DL techniques and compare the motivation/effectiveness of these techniques
among themselves and over other methods, especially the traditional ML ones. We present here a refined
taxonomy of the features used in DL studies and details about the associated pre-processing strategies required to
make suitable training data for a DL model. We summarize the gaps addressed by the review papers that mentioned
about DL/ML studies to provide future directions in this field. Overall, DL techniques turn out to be computation
and time efficient techniques for social bot detection with better or compatible performance as traditional ML

techniques.

B) Fake Profile Detection Using Deep Learning Ms.B. Gunasundari, M. Barath, M. Hariharan, Published in 2023
- Online social networks (OSN) have greatly improved communication, information exchange, and enjoyment in

modern society. However, because of their accessibility and anonymity, OSNs have provided a favorable
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environment for a variety of harmful practices like spamming, trolling, fake news, and astroturfing. One of the
primary threats to OSNs is socialbots, which are computer programs that perform various illicit activities. To
address the threat of socialbots, researchers have been developing various detection methods. One of the latest
and most advanced methods is SBRidAPI, which stands for SocialBot RID (Rapid Identification) using deep API
learning. The goal of SBRidAPI is to detect socialbots by analyzing a user's behavior on OSNs.SBRidAPI models
a broad range of profile, temporal, activity, and content information for user behavior representation using deep
learning techniques. Profile information includes user's name, age, location, and other similar data, whereas
temporal information is about the frequency and timing of user activities. Activity information includes the type
of activities, such as likes, comments, and shares. Content information includes the text, images, and videos shared
by the user. SBRidAPI represents profile, temporal, and activity information as sequences in order to analyze the
sequential nature of this information that is supplied to a two-layers stacked BiLSTM. Deep CNN is fed content
data in order to analyze the text content and learn the visual characteristics of images and videos. Once SBRidAPI
has analyzed a user's behavior, it assigns a score that reflects the likelihood of the user being a socialbot. The user
is labeled as a socialbot if their score is higher than a threshold that is then used to compare scores. SBRidAPI is
the first method that jointly models a complete collection of profile, temporal, activity, and content information

for user behavior representation, making it an effective tool for identifying socialbots on OSNs.

C) A Deep Learning Approach for Robust Detection of Bots in Twitter Using Transformers by David Martin-
Gutiérrez, Gustavo Hernandez-Pefialoza, Alberto Belmonte Hernandez, Alicia Lozano-Diez, Federico Alvarez,
Published in IEEE (2021) — During the last decades, the volume of multimedia content posted in social networks
has grown exponentially and such information is immediately propagated and consumed by a significant number
of users. In this scenario, the disruption of fake news providers and bot accounts for spreading propaganda
information as well as sensitive content throughout the network has fostered applied research to automatically
measure the reliability of social networks accounts via Artificial Intelligence (AI). In this paper, we present a
multilingual approach for addressing the bot identification task in Twitter via Deep learning (DL) approaches to
support end-users when checking the credibility of a certain Twitter account. To do so, several experiments were
conducted using state-of-the-art Multilingual Language Models to generate an encoding of the text-based features
of the user account that are later on concatenated with the rest of the metadata to build a potential input vector on
top of a Dense Network denoted as Bot-DenseNet. Consequently, this paper assesses the language constraint from
previous studies where the encoding of the user account only considered either the metadata information or the
metadata information together with some basic semantic text features. Moreover, the Bot-DenseNet produces a
low-dimensional representation of the user account which can be used for any application within the Information

Retrieval (IR) framework.

II1. PROPOSED SYSTEM
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REGISTER AND LOGIN,

POST TWEETS DATA SETS,
PREDICT TWEET TYPE,

VIEW YOUR PROFILE.

Modules
Service Provider

In this module, the Service Provider has to login by using valid user name and password. After login successful
he can do some operations such as Login, Browse Data Sets and Train & Test, View Trained and Tested
Accuracy in Bar Chart, View Trained and Tested Accuracy Results, View All Antifraud Model for Internet
Loan Prediction, Find Internet Loan Prediction Type Ratio, View Primary Stage Diabetic Prediction Ratio

Results, Download Predicted Data Sets, View All Remote Users.

View and Authorize Users

In this module, the admin can view the list of users who all registered. In this, the admin can view the user’s details

such as, user name, email, address and admin authorizes the users.
Remote User

In this module, there are n numbers of users are present. User should register before doing any operations. Once
user registers, their details will be stored to the database. After registration successful, he has to login by using
authorized user name and password. Once Login is successful user will do some operations like REGISTER AND

LOGIN, PREDICT PRIMARY STAGE DIABETIC STATUS, VIEW YOUR PROFILE.
CONCLUSION

One of the most widely used social media sites for connecting people and assisting businesses in communicating
with their clientele is Twitter. A botnet based on tweets has the ability to infiltrate Twitter and establish malicious
accounts in order to initiate extensive attacks and manipulation efforts. In order to combat tweet-based botnets
and effectively differentiate between human and tweet-based bot accounts, we have concentrated on big data
analytics in this research, particularly shallow and deep learning.

In addition to discussing related polls, we have offered a taxonomy that categorizes the most advanced tweet-
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based bot detection methods as of 2020. Furthermore, the performance outcomes of the shallow and deep learning
methods for tweet-based bot detection are explained. Lastly, we gave a presentation and talked about the

unresolved problems and upcoming research difficulties.
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