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Abstract—

A critical infrastructure concern is the security of
supervisory control and data acquisition (SCADA)
systems, which are essential for ensuring the
resilience and integrity of processes and operations
and for maintaining service continuity in the face of
hostile and cyber-terrorist attacks. In addition to
system-level security flaws, SCADA protocols are
often intrinsically vulnerable. They could not have
taken necessary security measures. They often rely on
"security by obscurity" or seclusion from public
networks, which is in contrast to that. Hackers
looking to infiltrate SCADA equipment may easily
exploit the underlying protocols in the absence of
security techniques like as authentication and
encryption. The authors highlight the need of
improving the security of SCADA devices by
drawing attention to the problems with their security
and the issues that have not been handled. In
addition, the article assesses SCADA networks,
delving further to discuss the available security
methods to thwart assaults on these networks. Critical
infrastructure, cybersecurity, and the protection of
industrial control systems are all related terms. I.

INTRODUCTION

Computing and communication have both seen
tremendous growth during the last 20 years. Any
system may be deemed critical if its weaknesses
develop into dangers that have the ability to disrupt
societal  structures, energy sectors, security
frameworks, healthcare systems, and other parts of
society. Society, the economy, and general stability
are all at risk when a system's operations are

unavailable or malfunctioning. When it came to
protecting infrastructure, environmental concerns had
always taken center stage [1]. Cyberattacks, however,
have changed the conversation to additional dangers
and losses because they are real. Threat actors seek
for vulnerabilities in networks and the Internet. Due
to the high risk of cyberattacks on critical
infrastructure, new security measures have been
developed. Lack of availability or malfunction
Society, the economy, national stability, and many
other infrastructures may be severely damaged or
destroyed by the domino effect of a single CI's
failures [2]. Although innovative, powerful attacks
are inevitable, traditional security systems try to
accommodate recognized evolving dangers. That is
why, to combat these dangers, it is essential to use
flexible security measures. Problems with security
and open questions in this area are the focus of this
essay. Several factors contribute to the ever-
increasing number of cyber threats that target
SCADA systems. These include the increasing
sophistication of these systems, the continuous efforts
to modernize them, the demand for real-time
operations and distribution, and the complex
architecture of these systems, which comprises
multiple components. Improving SCADA systems to
meet the demands of future architectural
developments is crucial for enabling complicated
tracking of integrated and linked systems. Some
commercial manufacturers have developed dedicated
firewalls for SCADA systems, while others have
improved their existing firewall capabilities to
accommodate SCADA protocols. While open-source
firewalls have shown to be successful in IT networks,
their use in SCADA networks has received less
attention [3]. The authors highlight the significance

379


http://www.ijasem.org/

CIENCE ENGINEERING AND MANAGEMENT

of safeguarding SCADA devices by illuminating the
security vulnerabilities and unsolved difficulties
around them. Going above and beyond, the essay
examines SCADA networks and talks about the
security solutions that are now available to prevent
assaults on SCADA networks. Important facilities
and systems rely on SCADA systems for control and
data acquisition. The writers examine SCADA
networks, frequent assaults on SCADA networks,
protocols for SCADA networks, and important
infrastructure for SCADA networks, along with
solutions to these problems, in the sections that
follow.
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SCADA NETWORKS SCADA

systems are often complex networks with many parts.
Based on who operates them, these systems are
classified into one of three categories. You may find
them completely automated by software and
hardware, completely manual by human engineers
and technicians, or hybrid, with some parts controlled
automatically and others by humans. Many SCADA
systems are required to complete all of these tasks[4].
1. Devices that interact with the field: Local control
devices, such as actuators for valves and motors, as
well as control switch boxes; Sensors that measure
and report power, flow, pressure, and temperature. 2.
Machines in operation: The SCADA system regulates
the valves, pumps, motors, and industrial automation
systems. 3. operate PCs: These are the embedded or
specialized PCs that receive data from sensor
networks, relay it to management systems, and then
operate the operational equipment that is linked with
it. These computers may get instructions from higher-
ups' computers or use sensor data to make judgments
autonomously.

4. Computers used for management: terminals
equipped with human-machine interfaces. Operators
are able to monitor and operate SCADA network
devices using the interface provided by these
computers. 5. Local and distant network
communication: SCADA networks use a variety of
mechanisms for communicating. Serial, USB, and
bespoke wired networks are used for short-range
communication. Communicating across great
distances makes use of a variety of protocols,
including  Ethernet, TCP/IP, WiFi, dial-up
networking, cellular packet data, and many more.
Furthermore, SCADA networks are making more and
more use of the Internet for remote access and long-
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distance communication. Embedded systems using
real-time  operating systems like VxWorks,
INTEGRITY, or MQX are a part of SCADA
networks, which also include personal computers
(PCs). Many of the computers in SCADA networks
haven't seen any software patches or upgrades since
they were first installed, so they're open to assaults.
Since SCADA networks' embedded computers were
developed before security became a top priority, they
do not have adequate security mechanisms in place
[5]. In most cases, the computers that make up the
SCADA network are safeguarded by keeping them
running the most recent operating systems with the
most recent software and security updates.
Nevertheless, there are instances when certain
SCADA software is incompatible with later versions
of operating systems, which hinders PC upgrades and
therefore exposes users to security risks. It will need
a new strategy to fix the security issues with these old
PCs and embedded SCADA systems [6]. To aid
operators in monitoring the industrial network,
modern control centers are equipped with data
servers, HMI stations, and additional servers. In most
cases, specialized gateways link this SCADA
network to either an external business network or the
worldwide web [7].

Fig.1: Standard SCADA network structure [8].
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These gateways mediate communications between
SCADA networks that use the Fieldbus protocol and
IP-based networks within the plant. Their
responsibilities include bridging the gap between
these various networks and translating protocols. In
order to improve the gateway's speed while dealing
with data items that are transferred across networks,
they also use caching technologies. As shown in
Figure 1[8], this is a typical SCADA network
configuration. Section A: SCADA Network Attacks
Manufacturing plant shutdowns, rail delays, and
sewage spills are the most common targets of
SCADA system hacks. The SCADA industry has to
do a better job of strengthening security for both old
and new equipment. Particularly with regard to local
SCADA devices, including those installed on plant
premises, and remote SCADA devices located
outside of corporate networks, this improvement
must be implemented in a way that guarantees
profitability. Upgrades to current SCADA systems
may make them more secure by allowing them to
control their own communications, detect and report
suspicious data flows or illegal access, and integrate
full policy management. By bolstering their defenses
against the vast majority of cyber attacks, these
innovations help to elevate SCADA equipment'
security status[9]. Using a SCADA firewall with a
virtual isolated network to prevent intrusions is
option B. To prevent unauthorized changes to the
SCADA system, remote devices may be protected
using the SCADA firewall. Also, SCADA systems
installed on a factory floor or any other non-remote
site may benefit from this. Firewall software may be
used to secure SCADA devices in the future [10]. An
essential feature of a SCADA firewall is the ability to
regulate the packets processed by the device.
Protecting against intrusion attempts made over
wireless networks, the Internet, or the company
network. Protect against packet floods and Denial of
Service attacks by enhancing security. « The capacity
to monitor and control modifications to filtering
policies. * The ability to detect and report suspicious
traffic, probes, or attacks. Many unsafe SCADA
systems are now connected to the internet, exposing
their vulnerabilities, as mentioned above. A SCADA
firewall (VCN) virtual closed network might solve
this problem. A Virtual Closed Network (VCN) is an
option for developers who want to set up
communication protocols that restrict device
connections to only the most necessary ones. The
permitted protocols, the parties with whom the device
may communicate, and the ports that must be kept
open are all detailed in the communication protocols.
The firewall uses these recommendations to filter
incoming communications before they are processed
by the device. The firewall creates a virtual private
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network by imposing certain restrictions on the
device's ability to communicate. Hackers may use a
plethora of password-cracking techniques, such as
using stolen credentials, dictionary attacks, or default
passwords, in order to infiltrate a system that does not
have a firewall. Such attacks may be prevented on the
same machine by setting up a firewall with a trusted
host whitelist. Therefore, the firewall will prevent
any login attempt by blocking access attempts from
hosts that aren't on the whitelist, whether it's by IP or
MAC  address. References [11] and [12].

SCADA PROTOCOLS

Various protocols are routinely used by supervisory
control and data acquisition (SCADA) systems to
communicate with PLCs. The specific needs of the
manufacturing process[13], the nature of the
machinery, and concerns about compatibility all play
a role in the protocol selection process. The
American Gas Association's AGA-12 standard states
that there are 150-200 SCADA protocols. The vast
majority of these standards were proprictary
protocols created by certain companies. Common
open standard protocols have gradually gained
acceptance in the business. Despite the prevalence of
open protocols, several trade associations still push
for wider adoption of their own standards within the
industry. Here are a few examples of commonly used
forms of communication: (A) Modbus: PLC SCADA
protocols Modbus is a popular and long-standing
protocol for serial communication in industrial
automation due to its ease of use and reliability [15].
The Modbus protocol has the following features: it
may communicate over Ethernet (Modbus TCP) or
serial (Modbus RTU). In most cases, the SCADA
system acts as the master and the PLCs as the slaves
in this master/slave protocol. Distributed Network
Protocol 3, or DNP3, is an overview of a protocol
that is often used in the energy and utility industries
for remote monitoring and supervisory control and
data acquisition (SCADA) purposes [16]. Notable
features include DNP3's comprehensive support for
serial and TCP/IP connectivity. Features like event
reporting and time synchronization make it ideal for
use in mission-critical infrastructure. Section C.IEC
60870-5: Synopsis: The International
Electrotechnical ~Commission  (IEC)  60870-5
specifies communication profiles for telecontrol and
telesignaling and is a standard for SCADA systems'
telecontrol protocols. Features: IEC 60870-5 is
compatible with a wide range of communication
methods, including balanced and unbalanced
techniques. The electric power sector often use it for
communication with equipment like as PLCs and
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remote terminal units (RTUs)[17]. D. EtherNet/IP:
Short Introduction: EtherNet/IP is a popular industrial
Ethernet protocol for usage in process control and
manufacturing. Features: EtherNet/IP allows devices
such as PLCs to connect to regular Ethernet networks
since it is an open protocol. It finds widespread use in
contexts where instantaneous command and data
transfer are of the utmost importance [18]. E.
Profibus: A General Overview: Profibus is a fieldbus
communication protocol that allows for the
communication of various automation devices, such
as PLCs and sensors, in industrial automation.
Features: Profibus PA and DP are both used for
process automation, and Profibus provides fast
communication that works well with applications that
have complicated network designs [19]. F. CANopen:
Introduction: CANopen is a CAN bus-based
communication protocol that finds widespread usage
in automation and motion control. Features:
CANopen is a well-known protocol for real-time
communication between devices such as PLCs,
sensors, and actuators; it is widely used in
applications that need exact timing [20]. The
requirements of the industrial process and the
compatibility of the devices will determine which of
these protocols is best. Figure 2 shows the use of
industrial communication protocols in 2019[14].
Each protocol has its own set of advantages and
disadvantages, so enterprises may choose the one that
works best for their SCADA system-to PLC
communication needs.
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SCADA CRITICAL
INFRASTRUCTURE

There are several interconnected subsystems that
make up the essential infrastructure. Take electricity
grid systems as an example, where transformation
substations are linked to interconnected high-voltage
transmission lines [21]. Once these substations are
coupled to transformers, the supply pathways go to
the consumers. Several authors place the inception of
the SCADA system in the 1960s. The evolution of
SCADA systems was classified by Alexandru [22] as
a shift in architecture and technology. A. The Shift
from  Monolithic to Cloud-Based SCADA
Architectures Revealed Based on their functional
capacities, the four preceding generations of
architecture may be further split, as shown in Figure
3. Conventional SCADA systems using RTUs
(Remote Terminal Units) were the norm in the early
stages. Phase two of distributed systems development
came with the advent of wide-area networks (WAN5s)
connecting RTUs to interaction servers. The third
generation of supervisory control and data acquisition
(SCADA) systems evolved as a result of the
proliferation of automated processes, the proliferation
of new equipment suppliers, and the generalization of
an ever-expanding industrial environment. The IoT
and cloud computing have had a significant impact
on the next generation. All sorts of gadgets and
sensors make up the Internet of Things (IoT), which
allows for data collection from faraway places by
connecting to the SCADA master over wireless LAN.
The collected data is then uploaded to the cloud so it
may be analyzed later. These systems not only
integrate easily and are easy to use, but they also
quickly scale data, are highly available, efficient, and
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Fig. 3. SCADA system evolution: (a) 1st
generation; Monolithic
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System control and data acquisition (SCADA)
systems with second-generation remote terminal
units; third-generation distributed SCADA systems
The fourth generation of networked SCADA systems
are internet of things (IoT) cloud-based SCADA
systems [24]. B. Cyber assailants targeting SCADA-
based Foundational systems Cybersecurity is now the
top priority for both the government and NGOs. In
most cases, malicious software known as "Trojan
horses" is used to launch attacks using email
attachments and links. They seem real, so it's hard to
tell them apart. A nuclear power facility and two US
utilities were affected by the 'SLAMMER' worm in
2003. 'Dragonfly,' the second cyberattack on the
energy industry, deployed malware via spam emails.
Social engineering is a method by which an attacker
may get access to a system and use it for malicious
purposes. An additional threat is the existence of
insiders who have broken into the organization.
Attacks in which the perpetrator is aware of and able
to circumvent security measures are considered
particularly ~ dangerous.  Attacks on sewage
management systems have caused sewage floods in
many places; one such incident occurred in
Queensland, Australia. The intruders started their
assault using a USB flash drive [1]. Additional
hacking techniques aimed at stealing personal
information for financial gain include phishing. One
method used in these attacks is to contact consumers
via a fake website in order to get their financial
details. Distributed denial of service (DDoS) attacks
are distinct types of cyberattacks that aim to
overwhelm nodes and servers by flooding them with
data and traffic. It becomes more difficult to
distinguish between legitimate and fraudulent
companies due to these assaults. Another
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sophisticated kind of cyberattack is a man-in-the-
middle threat. It infects computers by interfering with
their ability to communicate with one another and by
sending harmful virus in the process. As seen in
Table 1, there have been many cyberattacks against
CIs [25]. Improving existing SCADA systems is
crucial for managing the massive volumes of data
generated by the growing Critical Infrastructure (CI)
and the Internet of Things (IoT). For example, current
cloud computing approaches can collect massive
amounts of data produced by wide and sophisticated
grids [26]. The current cloud infrastructure, according
to CISCO's assessment,

struggles with the magnitude, variety, and speed of
the generated data. Furthermore, the direct uploading
of data to the cloud for storage, processing, and
analysis  necessitates a  high-capacity  data
transmission  capability[27]. Consequently, the
emergence of cloud computing has tackled several
common challenges linked with cloud-based SCADA
systems. It enables temporary data storage and
processing at the network's periphery, diminishing
the volume of data transmitted and stored in the
cloud. This strategy provides an enhanced resolution
for applications that are sensitive to delays. However,
integrating CI data with cloud computing systems is
impeded by stringent security prerequisites, low
latency demands, and seamless integration with high-
availability services. A pivotal concern is the
deficiency of effective and robust privacy and user
authentication mechanisms on cloud platforms, where
data replication management and screening are
limited. Hence, the implementation of essential data
security methods and protocols becomes imperative,
coupled with  comprehensive control  over
authentication and authorization procedures[28].
Table 1. Different forms of cyber attacks on critical
infrastructure[25].
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Attack Consequences lnstigation Attack Impact Sensatraty
type
Ransemware attacks o | Locked PICs, Vulserable PLCs, weak | External Francial loss, High
SCADA_ Spread of ransomware, authentication, weak
mtegrity control.
Aftscks o industral | Auto execution of malicions | Vulserable OS5 and web | External Sabotaged thought, safety | High
robaots, node, mterface, weak threat , financial loss.
Alrered robot firmware, authentication.
FDI Attacks on real-time | Fabncated data profit gain | Vulnerable AMI and sensor | External Disrupted smart High
market models and state | from selling and purchasing | metwork operations, profit loss.
ESHMANON Yystems. a virmal power.
Remote attacks om [oT- | Eavesdroppng, remotely | Mo encryphicn and | External DoS  aftack causng road | High
enabled taffic  coantrol | controlled traffic lights, authentication mechanisms. accidents, loss of credibility.
systems.
Remote attacks on massson- | Mission-crtical systems on | Weak authentcation, weak | External Human injunes, financial loss. | High
critical systems on a ship, scquired ship, compromised | web mterfaces, no setwork
navigation system segmentation.
Anscks  on E-Health | Compromised hospital | Vulnerable PMDs and weak | External Threat to Human lives,loss of | High
insusance medical devices, anthentication. credibility,
Phishing  amtacks oo | Compromised devices. Outdates 05, vuloerable | External Threat to Homan lives,loss of | High
container port systems and nietwork protocols, 0o credibility.
devices, netovark  isolation,  weak
anthentication
Spear.phishing arached on | Control over SCADA system | Vulnerable 05, weak | External Power  outage, dizrupted | High
smart grid. authentication, no network servises,loss of credibility.
molation.
Worm anack on SCADA | Self replication explosted | No network isolation. Internal Comy mnfrastrachire, | MMednm
systems. access privilege. decreased of efficiency.
Attacks oo SCADA | Modified devices | Weak secunity policies, | External Loss of  functionality, | High
honeypots. functionality, pump shuot | vulnerable servers. dismpted production, devices
down, damage, loss of credibility.
SCADA device defensive mechanisms. In order to
CONCLUSION prevent any invasions and data breaches, it is crucial

important infrastructure SCADA system security is a
top priority in this digital age because to the
prevalence of cyber attacks and the important nature
of process and operation integrity. This in-depth
study examines the weaknesses of SCADA systems,
focusing on the issues of inadequate security
measures and out-of-date protocols. To protect vital
infrastructures from cyber-terrorist attacks and make
sure they can withstand them, the authors correctly
point out how important it is to strengthen the
security of SCADA equipment. The transition from
single-system designs to SCADA architectures that
use cloud connection exemplifies how quickly
technology is advancing. The protection of critical
infrastructure based on SCADA systems from
cyberattacks is one area where new issues have
emerged as a result of this growth. Robust security
solutions that are specifically designed for SCADA
systems are urgently needed due to the increasing
number of complex cyber threats, including as
phishing, distributed denial of service attacks, and
man-in-the-middle assaults. The use of SCADA
firewalls that use virtual isolated networks is one
example of an adaptive security strategy that shows
promise in reducing cyber threats and strengthening

to implement secure communication protocols and
rigorous authentication procedures. The development
of effective countermeasures and resilience plans
requires close cooperation between cybersecurity
specialists, government agencies, and industry
stakeholders as we traverse the intricate terrain of
SCADA security. We can strengthen SCADA
systems against new threats and keep vital
infrastructures safe from cyberattacks by making
security improvements a top priority and using
cutting-edge technology. To ensure social stability,
economic prosperity, and national security in an ever-
more-connected world, this research concludes that
strengthening the security and resilience of SCADA
systems is crucial for protecting vital infrastructures
from cyber attacks.
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