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Abstract: The article introduces a new way to 

secure data stored in the cloud by combining 

Dynamic AES encryption with Blockchain-

based key management. The old-fashioned 

method of centrally storing keys leaves all 

encryption keys on a single server, making it 

easy to attack or manipulate.  To solve these 

problems, AES encryption keys are stored 

safely on Blockchain due to its decentralised 

and tamper-proof nature.  Each file is 

encrypted uniquely with dynamic AES keys 

since they are produced via an XOR 

operation on file and block hash codes. 

Elliptic Curve Cryptography (ECC) is 

another method that is used to encrypt files.  

Uniform BIT density in encrypted pictures 

improves security and sensitivity, according 

to experimental data. With the addition of 

the lightweight CHACHA20 algorithm, 

computational costs may be decreased and 

the method can be adjusted to work with any 

type of file.  

Index terms - Cloud Security, Dynamic AES 

Encryption, Blockchain, Key Management, Elliptic 

Curve Cryptography (ECC), CHACHA20, 

Decentralized Storage, Tamper-proof, File 

Encryption, Data Integrity, Secure File Sharing, 

Cryptographic Hash, Secure Cloud Storage. 

.INTRODUCTION 

Cloud computing has become a foundational element 

of modern IT infrastructure due to its ability to offer 

services like virtualization, on-demand access, 

scalability, and cost-efficiency. It supports a wide 

range of applications, including business processes, 

educational platforms, and data storage. Cloud 

storage services provide benefits such as high 

availability, ease of access, and flexible data sharing. 

However, as more users rely on cloud platforms to 

store sensitive data, concerns regarding data privacy, 

integrity, and security have intensified. Users require 

strong assurance that their data is protected against 

unauthorized access and manipulation. 

Traditional cloud security solutions use encryption to 

safeguard data, relying on symmetric and asymmetric 

cryptographic techniques. While effective, these 

models often depend on centralized servers to 

manage encryption keys. This centralized key 

management approach poses serious risks, including 

a single point of failure, vulnerability to insider 
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threats, and limited tamper detection. If the key 

server is compromised, attackers can gain access to 

all encryption keys and thereby decrypt sensitive 

files, leading to massive data breaches. 

To mitigate these challenges, this paper introduces an 

innovative approach that combines Dynamic AES 

encryption with Blockchain-based key management 

and Elliptic Curve Cryptography (ECC). 

Blockchain’s decentralized and immutable nature 

ensures that encryption keys are securely stored and 

tamper-proof. Dynamic AES keys, generated by 

combining file hashes and block hashes, provide 

unique encryption for each file, further enhancing 

security. The inclusion of ECC adds an additional 

layer of encryption strength. Together, these 

technologies create a secure and transparent cloud 

environment that improves trust, ensures data 

confidentiality, and protects against both external and 

internal threats. 

1. LITERATURE SURVEY 

2.1 Blockchain aware proxy re-encryption 

algorithm-based data sharing scheme 

https://www.sciencedirect.com/science/article/

abs/pii/S1874490723000514  

ABSTRACT: The blockchain is a decentralised, 

publicly accessible record of all transactions.  Finding 

a happy medium between data sharing's practicality 

and the need to safeguard individuals' privacy is no 

easy task.  Furthermore, a difficult issue is the 

continual modification of blockchain data access 

permissions.  In order to achieve this goal, this study 

proposes a proxy re-encryption-based blockchain 

data sharing system.  An SM2-and-blockchain-based 

proxy re-encryption technique is first built.  

Businesses may benefit from blockchain data sharing 

by having a safe method to store and transfer data.  

Because there is no central authority controlling the 

flow of information on this network, and because 

data travels from node to node protected by an 

immutable cryptographic signature.  Because of 

blockchain technology, data tampering and hacking 

become more difficult.  Data security sharing and the 

privacy of transaction data are both ensured by the 

data-controlled sharing scheme's usage of proxy re-

encryption.  Second, we provide a system for user 

privileges that may be adjusted dynamically.  To 

accomplish the determinism of user access rights, 

blockchain nodes split labour and independently 

maintain re-encryption key parameters.  The 

transparency of financial transactions is changed on 

the fly.  At last, the results of the performance and 

security tests show that this method is suitable for 

Controlled blockchain data sharing as it allows for 

the dynamic exchange of blockchain data while still 

protecting transaction privacy and has lower 

computational overhead.  This study proposes a 

proxy re-encryption system based on blockchain 

technology for controlled data exchange.  They are 

working on an SM2-based proxy re-encryption 

algorithm to achieve data access authority 

determination and completely protect transaction data 

privacy. The method will regulate the proxy re-

encryption key settings.  Users with restricted 

resources should be able to access previously 

encrypted information by using a hybrid attribute-

based proxy re-encryption approach. This method 

allows the proxy server to turn attribute-encrypted 

cypher texts into identity-based encrypted cypher 

texts. 

http://www.ijasem.org/
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2.2 Dynamic Multimedia Encryption Using a 

Parallel File System Based on Multi-Core 

Processors: 

https://www.researchgate.net/publication/369

039711_Dynamic_Multimedia_Encryption_Usin

g_a_Parallel_File_System_Based_on_Multi-

Core_Processors  

ABSTRACT: Because multimedia files grow in size 

over time and security and privacy issues are 

common, protecting multimedia data on disc drives is 

a top priority.  Current cryptography systems are 

sluggish to respond and have large processing 

overhead.  As a result of constant, regular encounters, 

they also have restricted user flexibility and 

usefulness.  By automatically managing all 

encryption procedures with little user involvement 

and a greater security level, dynamic encryption file 

systems can lessen the drawbacks of traditional 

encryption software.  However, due to their 

architectural design's failure to take into account the 

special characteristics of multimedia data or the 

vulnerabilities associated with key management and 

multiuser file sharing, the majority of state-of-the-art 

cryptographic file systems do not offer the required 

performance.  The recent shift to multi-core processor 

design has produced a practical way to maximise 

performance while lowering computational costs.  In 

this work, we created ParallelFS, a parallel FUSE-

based encrypted file system for disc storage of 

multimedia content.  The created file system employs 

a hybrid encryption technique for symmetric and 

asymmetric cyphers and takes advantage of the 

parallelism of multi-core machines.  When 

encryption, decryption, and key management are 

carried out in a way that is completely dynamic and 

visible to users, usability is greatly improved.  

According to experiments, the created ParallelFS 

outperforms the methods that use standard sequential 

encryption processing by around 35% and 22%, 

respectively, when it comes to reading and writing 

multimedia files. 

2.3 Modified advanced encryption standard 

(MAES) based on non-associative inverse 

property loop: 

https://link.springer.com/article/10.1007/s1104

2-022-14064-8   

ABSTRACT: This article proposes a cryptographic 

encryption standard based on the same paradigm as 

the Rijndael Algorithm, which was developed by 

Joan Daemen and Vincent Rijmen.  The change is in 

the cipher's architecture; rather than using the 

Extended Binary Galois Field (GF), we now employ 

the Inverse Property (IP) loop.  Because of its broader 

key space, the suggested mathematical structure may 

produce arbitrary randomness and is more 

sophisticated than GF.  Furthermore, in contrast to 

GF, IP loops are non-isomorphic and contain several 

Cayley table representations.  This outcome 

demonstrates that mathematical structures are 

particularly resistant to cryptanalytic assaults.  To 

support its multimedia applications, the whole S-box 

description, encryption, and decryption of this 

cryptographic system are measured and critically 

assessed. 

2.4 Blockchain-Based Cloud Storage Using Secure 

and Decentralised Solution: 

https://link.springer.com/chapter/10.1007/978-

981-99-3878-0_23 
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ABSTRACT: A fascinating new field of study that 

has the potential to significantly change how 

companies handle their data both now and in the 

future is the combination of blockchain technology 

and cloud computing.  The benefits, drawbacks, and 

possible enhancements of integrating blockchain 

technology with cloud storage will be examined in 

this article.  Combining the finest aspects of both 

technologies may lead to creative solutions that are 

clear, safe, efficient, and cost-effective.  Use cases 

like digital identification, decentralised banking, and 

supply chain management that were previously 

unattainable are made viable by the marriage of 

blockchain technology and cloud computing.  Issues 

that emerge from this system merger include 

scalability, interoperability, security, regulatory 

compliance, and technological complexity, all of 

which need to be addressed.  The report emphasises 

that a successful rollout of blockchain-based cloud 

solutions requires planning and investment in both 

personnel and infrastructure.  Overall, the 

combination of blockchain and cloud computing 

offers organisations a fantastic chance to adjust to the 

quick and erratic changes in the contemporary 

corporate environment. 

2.5 Elliptic Curve Cryptography; Applications, 

challenges, recent advances, and future trends: A 

comprehensive survey: 

https://www.sciencedirect.com/science/article/

abs/pii/S1574013722000648    

ABSTRACT: The latest and most sophisticated 

method of Elliptic Curve Cryptography (ECC) is 

Elliptic Curve (EC).  EC is frequently used to 

increase the security of open communication 

networks and to grant access to the Modern Digital 

Era (MDE) to those individuals whose identities have 

been verified.  MDE users utilise a wide range of 

technologies, including the cloud, social media, and 

the Internet of Things sector.  The entire environment 

must be able to protect users' privacy and security 

regardless of the tool they are using. 

 Because insecure networks expose data transmission 

and information transfer to open channel attacks and 

data theft, studying cryptography is necessary.  

Because of this, learning cryptography is essential.  

Cryptography is the technique of utilising keys to 

encrypt documents and communications so that only 

the people who are supposed to receive them can 

decode and process them.  In addition to 

mathematical operations to determine the signature, 

the address of the sender and the recipient is 

necessary for a digital signature, cryptographic data 

integrity, and authentication technique.  To 

demonstrate the distinctions between the two 

procedures, the solution that was offered and the 

method that ECDSA is now using are contrasted 

during the signature and verification process. 

 This complete examination of EC aims to fully 

explore a wide range of scientific ideas, cutting-edge, 

creative approaches, and applications.  Scholars who 

are interested in further in-depth examination will 

find this material helpful.  Compared to RSA and 

Diffie-Hellman schemes, the use and development of 

EC-based techniques for cloud computing, e-health, 

and e-voting is more secure.  According to this 

thorough analysis, there are major advantages to 

using EC techniques in asynchronous networking and 

distributed computing as well as interdependent 

networking. 

2. METHODOLOGY 

http://www.ijasem.org/
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i) Proposed Work: 

The proposed system aims to enhance cloud data 

security by integrating Dynamic AES encryption with 

Blockchain-based key management and Elliptic 

Curve Cryptography (ECC). Instead of relying on a 

centralized key server, which is vulnerable to attacks 

and internal misuse, the system employs Blockchain 

to store and manage encryption keys in a 

decentralized and tamper-proof manner. Dynamic 

AES keys are generated uniquely for each file using a 

combination of file hash and Blockchain block hash 

(XORED), ensuring high security and resistance to 

brute-force attacks. ECC is then used to encrypt the 

file contents, providing lightweight yet strong 

encryption suitable for secure cloud environments. 

In addition to encryption, the system offers a user-

friendly key management interface, allowing users to 

upload, share, and access files securely. When a file 

is uploaded, the dynamic key is generated and 

encrypted with ECC, then securely stored on the 

Blockchain. Authorized users can retrieve and 

decrypt files by securely obtaining the key from the 

Blockchain. The system also includes a performance 

comparison module, where encryption times and 

sensitivity are measured using AES, ECC, and 

CHACHA20 algorithms. This not only validates the 

improved performance and security of the proposed 

method but also highlights its adaptability to various 

file types with reduced computational overhead. 

ii) System Architecture: 

The system architecture is designed to provide a 

secure and decentralized cloud storage solution by 

combining Dynamic AES encryption, Blockchain-

based key management, and Elliptic Curve 

Cryptography (ECC). It begins with the user 

registration process, where all user details are 

securely recorded on the Blockchain to ensure 

authenticity and transparency. Once logged in, users 

can upload any type of file to the cloud. During file 

upload, a dynamic AES key is generated by XORing 

the file’s hash with a block hash from the Blockchain. 

This dynamic key ensures that every file has a unique 

encryption pattern, enhancing data security. The 

generated AES key is then stored securely on the 

Blockchain, making it tamper-proof and 

decentralized. 

 

For accessing shared files, authorized users request 

the file, and the system retrieves the corresponding 

AES dynamic key from the Blockchain. The 

encrypted file is then decrypted using the AES key 

and ECC algorithm. This dual-layer encryption 

ensures both key and data-level security. 

Additionally, the system includes a performance 

analysis module that compares encryption time and 

sensitivity between traditional AES, ECC, and 

lightweight CHACHA20 algorithms. This 

architecture not only strengthens data protection but 

also improves efficiency, trust, and usability in cloud-

based storage environments. 

 

Fig 1 Proposed architecture 

iii) Modules: 

a. User Sign-Up: 

http://www.ijasem.org/
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New users can register into the system. All user 

registration details are securely stored on the 

Blockchain to prevent identity fraud and ensure 

secure authentication. 

b. User Login: 

Registered users can log in using their 

credentials. The system validates the user against 

the Blockchain-based registry to maintain 

authentication integrity. 

c. Upload File: 

Users can upload any type of file to the cloud. A 

dynamic AES key is generated using a 

combination of file hash and Blockchain block 

hash. The file is then encrypted using this key 

and the ECC algorithm for added security. 

d. Access File from Cloud: 

Shared users can view a list of files available in 

the cloud. When accessing a file, the system 

fetches the AES dynamic key from the 

Blockchain and uses the ECC algorithm to 

decrypt and deliver the file securely. 

e. Comparison Graph: 

This module encrypts a sample image using AES 

+ ECC and also with the CHACHA20 algorithm. 

It compares computation time and sensitivity 

values to demonstrate the proposed system’s 

efficiency and security. 

3. EXPERIMENTAL RESULTS 

 

Fig 2. user Login page 

 

Fig 3. Upload file to cloud 

 

Fig 4. File saved in cloud page 

 

Fig 5. Upload image 
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Fig 6. Image File saved in cloud page 

 

Fig7. all file details page 

 

Fig 8. Download file 

 

Fig.9 encryption sensitivity 

 

Fig.9 image encryption  

 

Fig7. Storage Cost 

4. CONCLUSION 

This study presents a thorough and creative approach 

to solving important security issues in cloud 

computing settings.  The recommended strategy 

makes use of a hybrid dynamic encryption method 

that combines ECC, AES, and Blockchain. This 

multi-layered defensive mechanism guarantees a high 

level of protection for sensitive data.  In the process, 

well-known security problems with cloud computing 

have been clarified, including the need for privacy 

reinforcement and the lack of centralised key 

management.  The two-stage solution that has been 

suggested is a good fit for the issues that have been 

identified.  To ensure that every file is encrypted 

uniquely and often, dynamic AES keys are initially 

generated.  By reducing the chance of compromise, 

this dynamic key generation significantly improves 

http://www.ijasem.org/
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file-level security.  The second stage presents 

blockchain technology, which offers a decentralised, 

unchangeable record for safely storing encryption 

keys.  We guarantee that unwanted access is 

successfully avoided during transmission and storage 

by encrypting these blocks using ECC public keys.  

These elements work together to increase consumer 

confidence while strengthening the security of data 

stored in the cloud.  While service providers gain 

from decentralised key management, users may 

safely handle a variety of files with different 

encryption keys using a single key saved on their 

device.  To put it simply, the recommended approach 

creates a robust and adaptable security framework 

that fits the evolving demands of cloud computing.  It 

is effective in resolving cloud security issues.  While 

satisfying the various needs of users or service 

providers, it ensures that the data is secure and 

confidential. 

5. FUTURE SCOPE 

The goal of this study is to increase the system's 

efficiency and capacities in the future.  The 

algorithm's application across a wider range of 

businesses will be increased by expanding it to 

provide encryption of all file formats, not only 

photos.  Additionally, investigating lightweight 

encryption techniques like CHACHA20, which may 

drastically lower resource needs without sacrificing 

security, might further optimise the system's 

computational performance.  In the future, this 

approach may potentially be integrated with real-time 

cloud-sharing apps to give consumers safe, easy file 

sharing and storage options.  Blockchain technology 

has the potential to improve its fault tolerance and 

scalability as it develops, providing improved 

defence against widespread assaults.  Enhancing 

system performance and security in dynamic cloud 

environments may also be possible with research into 

automated key management and real-time encryption 

status monitoring. 
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