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ABSTRACT

Confidential information preservation has never been more important than in this age of internet communication.
Because of its ability to balance security and processing power, the Advanced Encryption Standard (AES) and its
128-bit variation (AES-128) are the most widely used. With a focus on a hardware-based design using Verilog as
the design language and the Universal Verification Methodology (UVM) as the verification methodology, this

thesis provides the full implementation and functional verification of an AES-128 cryptographic core.

The AES-128 design provides optimized implementations of fundamental transformations like Sub Bytes, Shift
Rows, Mix Columns, and Add Round Key and an on-the-fly efficient key expansion mechanism. A reusable,
modular UVM-based testbench was created to comprehensively verify the design using both directed and
constrained-random tests. NIST test vectors were used for validation to guarantee correctness, and functional

coverage measures were used to ensure the completeness of verification.

Simulation and waveform analysis with Questa Sim confirmed complete protocol compliance and zero
mismatches in all the test cases. The end-to-end design attained 100% code and coverage functional, proving itself
competent for integration into SoC or FPGA-based crypto solutions. This paper is a guide for future hardware
security research and opens the door to future verification enhancements like verification of extra AES modes and

resilience against side-channel attacks.
INTRODUCTION

One of the biggest challenges in the era of digital communication is safeguarding private data from unwanted
disclosure. The de facto encryption standard is presently AES, a symmetric-key block cypher standard defined
by NIST (FIPS-197), due to its speed and strength. Because it offers the finest security-performance balance
among its three variations (AES-128, AES-192, and AES-256), AES-128 is the one most frequently used in

applications such as embedded systems, encrypted communications, and Internet of Things devices.

Yet, coming up with a bug-free Register-Transfer Level (RTL) implementation of AES-128 necessitates thorough
verification to confirm that it meets the standard. Conventional verification techniques, including directed testing,
are inadequate for complete validation, which results in the implementation of the Universal Verification
Methodology (UVM). UVM ensures a systematic, reusable, and automated verification framework for complex

digital designs and is the best fit for cryptographic cores such as AES.
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The motivation behind this project arises from the need for a fully verified AES-128 RTL design that can be
seamlessly integrated into System-on-Chip (SoC) designs or FPGA-based cryptographic accelerators. Unlike prior

works that focus solely on RTL implementation or post-synthesis validation, this project emphasizes:

- Functional Correctness: Ensuring the AES-128 DUT (Design Under Test) adheres strictly to NIST test vectors

without deviations.

- Automated Verification: Leveraging UVM’s constrained-random testing to cover corner cases (e.g., empty input,

back-to-back transactions) that manual testing might miss.

- Reusable Testbench Architecture: Developing a modular UVM environment that can be extended to other

cryptographic cores (e.g., AES-256, ChaCha20).

This work bridges the gap between AES RTL design and industry-standard verification practices, providing a

reference model for future cryptographic hardware projects.
LITERATURE SURVEY

Evolution of AES and Cryptographic Hardware

NIST standardized the Advanced Encryption Standard (AES) in 2001 as a replacement for the outdated Data
Encryption Standard (DES). Using 128-bit blocks and a 128-bit key, the most prevalent encryption, AES-128,
provides a security-processing speed compromise. Most initial implementations were software-based (OpenSSL
libraries), but hardware-accelerated AES cores were created following the need for low-latency encryption within

embedded systems.
Verification Challenges in Cryptographic Hardware

Cryptographic cores demand exhaustive verification due to their mathematical complexity and security-critical
nature. Traditional methods like directed testing (e.g., using test vectors from NIST SP 800-38A) are insufficient

for detecting corner-case bugs. Key challenges include:

o Key Expansion Errors: Incorrect round-key generation due to faulty Galois Field arithmetic.
e  Mode-Specific Bugs: ECB vs. CBC mode handling in the Datapath.

e Timing Vulnerabilities: Glitches during S-box substitutions or Mix Columns stages.

Prior works relied on formal verification (e.g., Model Checking) or manual testbenches, which are time-

consuming and non-scalable. This gap motivated the adoption of UVM.
UVM for Functional Verification

The Universal Verification Methodology (UVM) emerged as an industry standard to address scalability and

reusability in verification. Key advantages for AES-128 verification include:
Relevant studies:

1. Haque et al. (2015): UVM testbench for AES-128 with 98% functional coverage.
2. 1EEE UVM Cookbook (2018): Best practices for modular testbench design.
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Kumar et al. (2020): UVM-based verification of AES-GCM modes.
Research Gaps and Contributions

While prior works have explored AES-128 RTL design or UVM separately, this project bridges the following
gaps:

e End-to-End UVM Integration: A complete workflow from NIST test vectors to UVM sequences.
e Debuggability: UVM’s transaction-level debugging for AES key expansion errors.

PROPOSED SYSTEM

A. Overview of AES-128 Algorithm

The AES-128 algorithm uses a 128-bit cypher key and 10 rounds of transformations to process 128-bit plaintext

blocks. There are four stages in every round (except from the last round):

1. SubBytes: Non-linear byte substitution using a predefined S-box.

2. ShiftRows: Cyclic shifting of rows in the state matrix.

3. MixColumns: Linear transformation of each column using Galois Field multiplication.
4. AddRoundKey: XOR operation between the state and a round-specific key.
Top-Level Module Architecture

The RTL design is implemented in Verilog with the following top-level interface:

module AES cipher (
input rst, clk, start,
input [127:0] plain_text, inti_key,
output reg cipher_done,
output reg [127:0] cipher_text,
output reg [5:0] clk1

)

Round i

M 2

AddRoundKey

Roundkey(Ki)

[ Cipher Text

Last Round Roundkey

| SubBytes

AddRoundKey

CipherText
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Figure.1 AES-128 Top-Level Block Diagram/ Structure

Key Components and Their Implementation
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The Key Expansion task generates 10 round keys (‘roundl key' to ‘roundl0 key') from the initial key

(‘inti_key"). Each key is derived using:

1. RotWord: Left rotation of a 32-bit word.

2. SubWord: S-box substitution of each byte.

3. Rcon XOR: XOR with a round-specific constant (‘round_cnst").

Round Constant (‘round cnst")
1 *32'h01000000
2 *32'h02000000
10 *32'h36000000°

Table.1 Round Constants for Key Expansion

Encryption Datapath

The encryption process is implemented as a finite-state machine (FSM) with 11 states (1 initial round + 10 main

rounds).

State Transitions

1. Round 0: Initial *AddRoundKey" with “inti_key".

2. Rounds 1-9: "SubBytes' — "ShiftRows’ — "MixColumns’ — "AddRoundKey".

3. Round 10: "SubBytes' — "ShiftRows' — 'AddRoundKey' (no ‘"MixColumns").

Critical Tasks

- SubBytes: Uses a 16x16 lookup table ("sub_box").

- ShiftRows: Cyclic left shifts of 0, 1, 2, and 3 bytes for rows 0-3.

- MixColumns: Galois Field multiplication with fixed polynomial.
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Figure.2 AES Round Operations Flowchart
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Optimizations and Design Choices

1. S-Box Implementation: Predefined 2D array (‘sub_box") for area efficiency.

2. No Pipelining: Chosen to simplify control logic, though it reduces throughput.
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3. Task-Based Modularity: Tasks like “SubBytes' and "ShiftRows" enhance code readability.

B. UVM Testbench Architecture Overview

The UVM testbench is structured hierarchically to ensure modularity and reusability. It consists of the following

key components:

Top
Test
Env
| Scoreboa rd|
Agent
[Monitor|  [Sequencer]
DUT Interface Driver

I |

Figure.8 UVM Testbench Block Diagram

Key Components:

1. Transaction Class (‘seq_item.sv")

Defines input/output fields (‘plain_text’, "inti_key", "cipher text’).

Constraints ensure valid NIST test vectors are used.

2. Agent (‘agent.sv")

Coordinates Driver, Sequencer, and Monitor.

3. Driver (‘driver.sv")

Converts transactions to pin-level signals and drives the DUT.

4. Monitor ('monitor.sv")

Captures DUT outputs and sends them to the Scoreboard.

5. Scoreboard (“scoreboard.sv")

Compares DUT outputs with expected results using a golden reference model.
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6. Coverage Collector (‘scoreboard.sv")

e Toggles functional coverage for inputs, outputs, and reset conditions.

SIMULATION RESULTS

0 it _key[127:0) F41 1.0203_408 0607 _0809_0a0h_0ctd_0eof
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Figure.9 Simulation Waveforms of Design Code

Plaintext Key Expected Observed Ciphertext Status
Ciphertext
0x00112233... 0x00010203... 0x69C4E0DS... 0x69C4E0DS... Pass

Table.2 NIST Test Vector Validation
Functional Validation

The testbench validated the DUT against 10 test vectors.

Test Case | Plaintext Key Expected Ciphertext | DUT Output Status
1 0x00112233445566 | 0x000102030405 | 0x69¢4e0d86a7b043 | 0x69c4e0d86a7b0 | Pass
778899aabbccddeef | 060708090a0b0c | 0d8cdb78070b4c55a | 430d8cdb78070b
f 0d0e0f 4c55a
2 0x3243f6a8885a30 | 0x2b7el151628ae | 0x3925841d02dc09f | 0x3925841d02dc | Pass
8d313198a2e03707 | d2a6abf7158809¢ | bdc118597196a0b3 | 09fbdc118597196
34 f4f3¢ 2 a0b32
3 0x627bceb9999d 0x4beba7ad306¢0
Oxaa218b56ee5ebea 0x4beba7ad306c050
Saaac945ecf423f 50b8941149a44e4 | Pass
cdd6ecebf26e63c06 b8941149a44e41291
56da5 291
0xb692cf0b643dbdf | 0x4915598f55¢€5 0xb26f6cdefcac73
0xb26f6cdefcac732
4 1be9bc5006830b3f | d7a0daca94falfl 28a8541233d8e80 | Pass
8a8541233d8e807c7
e a63f7 7c7
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0xdaalfb04b3d0c
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9¢0b
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96

0xc81677bc9b7ac9
9 3b25027992b02619

0xe847f56514dad
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d490
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0x6e58ec664b370
47818e¢97¢010c40

Saee

Pass

10
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UVM_INFO driver.sv(44) @ 305

UVM_INFO driver.sv(44) @ 1025:
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Waveform Analysis

UVM_INFO monitor.sw(43) @ 175: uvm_test_top. env.agent.mon
UVH_INFO scoreboard.sv(127) @ 175: uvm_test_top.env.scoreboard [SCOREBOARD] Received transaction: plain_text — 36339d50f9b539269F2c092dc4406d23, inti_key =
UWM_INFO scoreboard. sv(140) @ 175: uvm_test_top.env.scoreboard [SCOREBOARD] PASS: DUT cipher = a2bf0a3b07 3

uvm_test_top. env.agent.drv [aes_driver] plain_text:4cIcle66f771f0762c3F866e534dF256
UVM_INFO monitor.sw(43) @ 415: uvm_test_top.env.agent.mon [aes_monitor] plain_text:4c9cle66f771f0762c3f665e534df256 , inti_key:hoff74sed2cacobf6cs90chfoa6abf41, cipher_text:2ed0061e08730955af01eeco3a083fee, cipher_donesl
UVM_INFO scoreboard.sv(127) @ 415: uvm_test_top.env.scoreboard [SCOREBOARD] Received transaction: plain_text = 4cOcle66f771f0762c3F8686534d256, inti_key = b6Ff744ed2c2c0bf6cs90cbFO469bF41
UW_INFO scoreboard. sv(140) @ 415: uvm_test_top.env.scoreboard [SCOREBOARD] PASS: DUT cipher
UVM_TNFO driver.sv(44) @ 545: uvm_test_top.env.agent.drv [aes_driver] plain_text:11223344556677889%9aabbccddeeff , inti_key:102030405060708090a0b0c0d0e0F

UVM_INFO monitor.sv(43) @ 895: uvm_test_top.env.agent.mon
UVM_INFO scoreboard. sv(127) @ 895: uvm_test_top.env.scoreboard [SCOREBOARD] Received transaction: plain_text =
UWM_INFO scoreboard. sv(140) @ 895: uvm_test_top.env.scoreboard [SCOREBOARD] PASS: DUT cipher = 6e58ec664b370478F8e07c010c405ace, Expected = 6e58ech64b370478F8e07c010c405ace
uvm_test_top. env.agent.drv [aes_driver] plain_text:c81677bcob7ac3b25027992b0261996 , inti_key:e847f56514dadde23F77b64Fa7F7d490

UVM_INFO monitor.sw(43) @ 1135: uvn_test_top.env.agent.mon [aes_monitor] plain_text:c81677bcob7ac93b25027992b0261996 , inti_key:e847F56514dadde23f77h64Te7F7d490, Cipher_text:6e58ec664b370478F5e97C010c405aee, cipher_dane:l
UWH_INFO scoreboard, sv(127) @ 1135: uvm_test_top.env.scoreboard [SCOREBOARD] Received transaction: plain_text — c81677bc9b7ac93b25027992b0261996, inti_key
UVM_INFO scoreboard. sv(140) @ 1135: uvm_test_top.env.scoreboard [SCOREBOARD] PASS: DUT cipher = 6e58ec664b370478F8297¢010c405aee, Expectad = 6e582c664b370478F8207¢010c405aze
[aes_driver] plain_text:fa636a2825b339c940668a3157244d17
UVM_INFO monitor.sw(43) @ 1375: uvn_test_top.env.agent.non [aes_monitor] plain_text:fa636a2625b339c940665a3157244d17 , inti_key:2dfb02343f6d12dd09337ec75b36e30, cipher_text:daalfbosb3docobcss3fe9sfifoazofe, cipher_doneil
UWM_INFO scoreboard.sv(127) @ 1375: uvm_test_top.env.scoreboard [SCOREBOARD] Received transaction: plain_text = fa636a2825b339c940668a3157244d17, inti_key = 26fb02343F6d12dd093372c75b3623F0
UVM_INFO scoreboard. sv(140) @ 1375: uvm_test_top.env.scoreboard [SCOREBOARD] PASS: DUT Cipher = daalfb04b3d0cObcS83F695F1F0a20fC, Expected = daalfb04b3d0CObCs83F695F1F0az0FC

UVH_INFO driver.sv(44) @ 1505: uvm_test_top.env.agent.drv [aes_driver] plain_text:cezfel09f7Seedc3cc79395d84Factsd , inti_key:h415F6016858552e4bb6124c5FI98a4c

UWM_INFO monitor.sw(43) @ 1615: uvn_test_top.env.agent.non [aes_monitor] plain_text:c62fel09f75eedc3cc79395d84FOCFSd , inti_key:b415FB016858552e4bb6124c5F998ade, cipher_text:d9aB4b00c16f8b108c7FA5aFc2833e92, cipher_done:l
UVM_INFO scoreboard. sv(127) @ 1615: uvm_test_top.env.scoreboard [SCOREBOARD] Received transaction: plain_text = c62fel09f75eedc3cc79395d84f9cTsd, inti_key
UVM_INFO scoreboard. sv(140) @ 1615: uvm_test_top.env.scoreboard [SCOREBOARD] PASS: DUT Cipher = d9a84b00c16f8b108c7f4safc2633e92, Expected = d9a84b00c16f8b108c7F45afc2833e92
UWM_INFO driver.sv(44) @ 1745: uvm_test_top.env.agent.drv [aes_driver] plain_text:ll: 5
UVM_INFO monitor.sv(43) @ 1855: uvn_test_top.env.agent.mon [aes_monitor] plain_text:112233445566778899aabbccddeeff
UWM_INFO scoreboard. sv(127) @ 1855: uvm_test_top.env.scoreboard [SCOREBOARD] Received transaction: plain_text = 00112233445566778899aabbccddeeff, inti_key = 000102030405060708090a0b0c0d00T
UWH_INFO scoreboard. sv(140) @ 1855: uvm_test_top.env.scoreboard [SCOREBOARD] PASS: DUT cipher = 69c4
UVM_INFO driver.sv(44) @ 1085: uvm_test_top.env.agent.drv [aes_driver] plain_text:fa636a2825b330940668a3157244d17 ,
UW_INFO monitor.sv(43) @ 2095: uvn_test_top.env.agent.mon [aes_monitor] plain_text:fa636a26256339c940666a3157244d17
UWH_INFO scoreboard, sv(127) @ 2095: uvm_test_top.env.scoreboard [SCOREBOARD] Received transaction: plain_text - fa636a2825b339c940668a3157244d17, inti_key = 20fb02343F6d12dd09337ec75b36e3F0
UWM_INFO scoreboard. sv(140) @ 2095: uvm_test_top.env.scoreboard [SCOREBOARD] PASS: DUT cipher = daaifb04b3d0cObc583F695F1F0a20fc, Expected = daalfb04b3d0cObcs83F695F1F0a20fc

UVM_INFO driver.sv(44) @ 2225: uvm_test_top.env.agent.drv
UVM_INFO monitor.sw(43) @ 2335: uvn_test_top.env.agent.non [aes_monitor] plain_text:36339d50f9b5392692c092dc4406d23 , inti_keyif4bcd
UWM_INFO scoreboard. sv(127) @ 2335: uvm_test_top.env.scoreboard [SCOREBOARD] Received
UWM_INFO scoreboard. sv(140) @ 2335: uvm_test_top.env.scoreboard [SCOREBOARD] PASS: DUT Cipher = a2bf0a3b076352a1003a3b9fb0820c0b, Expected = a2bf0a3h0763522100323b97b08agc0b

UVN_INFO driver.sv(44) @ 1265: uvm_test_top.env.agent.drv

Table.3 Test Vectors

UVM_INFO monitor.sw(19) @ 0: uvn_test_top. env.agent.mon [aes_monitor] inside monitor build phase
UWM_INFO sequence.sv(11) @ 0: uvm_test_top.env.agent.seqr@lseq [aes_base_sequence] Generate the random sequences
UVM_INFO driver.sv(44) @ 65: uvm_test_top.env.agent.drv [aes_driver] plain_text:36339d50F9b53926972c002dc4406d23 , inti_key:febcd45432e554d075F1d6¢51dd03b3c

2ed0061e06730985af01eec3a083 e,

, Expectad = a 7

UWM_INFO monitor.sv(43) @ 655: uvm_test_top.env.agent.mon [aes_monitor] plain_text:11 7
UVM_INFO scoreboard. sv(127) @ 655: uvm_test_top.env.scoreboard [SCOREB0ARD] Received transaction: plain_text = 00112233445566775899asbbccddeeff,
UVM_INFO scoreboard. sv(140) @ 655: uvm_test_top.env.scoreboard [SCOREBOARD] PASS: DUT cipher = 69c4e0d86a7h0430d8cdb78070b4c55a, Expected = 69c4e0ds6a7b0430d8cdb78070b4c55a
UVH_INFO driver.sv(44) @ 785: uvm_test_top.env.agent.drv [aes_driver] plain_text:cBL677bcob7aco3b25027992b0261996 , inti_key:e847F56514dadde23F77b64Fe77d490

[aes_monitor] plain_text:c81677bcob7aco3b25027992b0261996 , inti_key:e847F56514dadde23777b64Ferf7d400, Cipher_text:6es8ec664b3704788e07c010c405aee, cipher_done:l
CB1677bc9b7ac93b25027992b0261996, inti_key = e847f56514daddez3F77b64ferF7d490

£, inti_key:

£, inti_key:d(
, inti_key:102030405060708090a0b0C0d0E0F, €ipher_text :69c4e0d86a7h0430d8cdb78070b4cs5a, cipher_done:l

, inti_key:b6Ff744ed2c2cobf6c5 90chf0469bFA1

inti_key:2dFb02343F6d12dd09337ecT5b36e3F0

50!

Expected = 2ed0061206730985aF01eec63a083Fee

84756514 dadde23F77b64Fe7F7d490

415801685855 2eabb6124c57998a4C

[aes_driver] plain_text:36339d50F9b539269F2c092dcd406d23

5a, Expected =

inti_key:2dfb0234360124d00337ec75b3623F0
. inti_key:2dfb02343F6d12dd09337ecT5b36e3f0, cipher_text:daalfb04b3d0c0bcs837695F1F0a20fc, cipher_done:l

, inti_key:F4bcd45432e554d075F1d6c51dd03b3c
5544075 1d6c51ddo3b:

bécssa

: plain_text =

Figure.10 Output of Test Vectors

cipher_text: 2a1003a3b9fb05agcob, cipher_don
2de4406d23, inti_key = Fabed4s432e554d075F1d6e51dd03b3c

[aes_monitor] plain_text: d50F9bS. f dcad06d23 , inti_key:fabcdds432e554d075F1d6c51dd03b3c, cipher_text:a2bF0a3h076352a1003a3b9Fb08a3c0b, cipher_done:l
F4bcd45432e554d075F1d6c51dd03b3c

. cipher_text :69c4e0d86a7b0430d8<db78070b4c55a, cipher_done:l
inti_key = 000102030405060708090a0b0c0d0E0T
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e Reset Sequence: rst high for 20ns.

e Encryption Start: start pulse and plain_text/inti_key input.

e Completion: cipher done assertion and cipher text output.

plain_text[127:
inti_key[127:0]

cipher_done

| P ——
cipher_text[127:0] 0 *boBa_scob 1D

Figure.11 Simulation Waveform

5.3. Coverage Metrics

Coverpoint Coverage Goal

Plaintext (cp_plain_text) 100% 100%
Key (cp_key) 100% 100%
Ciphertext (cp_cipher_text) 100% 100%
Reset (cp_reset) 100% 100%

Table.4 Functional Coverage Metrics

®Log < Share
# UWM_INFO scoreboard.sv(168) @ 5995: uwvm_test_top.env.scoreboard [COVERAGE] Functional coverage collected.

# Overall Coverage: 100.00%
# Coverage of covergroup 'aes_cov': 100.00%

Coverage of coverpoint 'cp_plain_text' = 100.000000
Coverage of coverpoint 'cp_key' = 100.000000

Coverage of coverpoint 'cp_cipher_text' = 100.000000
Coverage of coverpoint 'cp_reset' = 100.000000

Figure.12 Coverage Analysis

Verification Results
e Reset Phase: rst=1 for 20ns — DUT initialization.
e  Stimulus: start=1 with plain_text=0x00112233..., inti_key=0x00010203....
e  Completion: cipher done=1 after 11 cycles — cipher text=0x69c4e0dS....
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Figure.13 Encryption Waveform (QuestaSim)
Coverage Report

Coverage Type Metric Details

Functional 100% All vectors and cross-coverage.

Code 100% All Code Covered

Toggle 100% All signals toggled (reset, data,
control).

Table.5 Coverage Summary Report

Q sim
File Edit View Add Bookmarks Window Help
& 5m - Defait
B -e@cGl iBB02 | 0-AE || Ro-AF||q-9.095. g
¥ Instance :Deslmuﬂ |Des|gn unit type |Tnp Category |'a'sbd|n- |Total coverage !Cnuergnup'ﬁ; |Assertions hit | Assertions missed  |Assertion % |Assertion graph |
= ‘ uvm_root uvm_root S¥Classltem TE Component 43cc=. ..
#- 4 uvm_test top  aes_test S¥ClassItem T8 Component +acc=. ..
= .' aes_th aes_thifast) Module DU Instance 4acc=... 100.00% 3 a 100.00% I
& M aes_ntf AES_cipher... Interface DU Instance +acc=, .. 100.00% 3 o 100.00% NG
ol dut AES_dpher.., Module DU Instance +acc=...
- #ALWAYS218  aes_th(fast) Process - +acc=. ..
o FALWAYS#34  aes_tb(fast) Process . +accs. ..
& FINITIAL®45 aes_th{fast) Progess -
+-4 uvm_pkg uvm_pkg(F... ViPackage Package +accs. ..
+-4 testbench_sv_unit  testbench_,.. ViPackage Package 3=, 100.00% 100.00% 1 ] 100.00% I
- =td std ViPackage: Package +accs. ..
+2 questa_uvm_pkg questa_uv... ViPackage Package +acc=. ..
| #vsim_capacity# Capacity Statistics +acc=...

Figure.14 Coverage Summary (QuestaSim)

CONCLUSION

This thesis presented a comprehensive design and verification of an AES-128 cryptographic core using UVM
methodology, achieving the following key contributions:
1. RTL Implementation:
a. Developed a fully functional AES-128 encryptor in Verilog with:
®=  Modular transformations (SubBytes, ShiftRows, MixColumns, AddRoundKey).
=  On-the-fly key expansion.
2. UVM Verification:
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b. Built a reusable UVM testbench with:
= Constrained-random test generation (50 sequences).
= Scoreboard with NIST test vector validation.
=  Functional coverage closure (100% for all critical paths).
* Identified and resolved RTL bugs (e.g., S-box mismatch, reset timing) using

QuestaSim.

FUTURE SCOPE

1. For Additional Modes
1. GCM (Galois/Counter Mode):
a. Goal: Add authenticated encryption for [oT/5G applications.
= Implementation:
= Integrate polynomial multiplication over GF(2%) for GHASH.
= Extend UVM testbench with GCM test vectors from NIST SP 800-38D.
2. XTS (XEX-based Tweaked Codebook Mode):
= Goal: Enable disk encryption (e.g., IEEE 1619).
* Implementation:
=  Add tweakable block cipher logic.
*  Modify key expansion for sector-specific tweaks.
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